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Introduction

® Privacy control
® what information is shared
® with whom

® Done by “hand”
® static preference settings

® keep them updated
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Goal

® Use Mobile Data Challenge data to
estimate participants intimacy level

® |n future it may be possible to use
intimacy to help automate privacy
management
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Charging status

Safe Places
No charging Charging
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Indoor / Outdoor

Safe Places

® Greedy assessment using GPS and WIFI data
® Outdoor is assumed unsafe

® Indoor is assumed safe
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Intimacy Estimation algorithm

study participation time

| 0 minutes intervals

intimacy scale

1

| 2 3 4 5 6
no intimacy fully intimate



Intimacy Estimation algorithm

bluetooth
ring status

outgoing call/sms

each scores from | to 6

Observers
average

charging status
ring status

indoor/outdoor

each scores from | to 6

Safe places

average



Intimacy Estimation algorithm

® |ntermediate
results are
available for

Intimacy level further analysis

® observers vs
safe places

Observers

average

Safe places

® single features
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Limitations

® Several limitations on assumptions made
for data analysis and intimacy levels
estimation



Limitations

® Several limitations on assumptions made
for data analysis and intimacy levels
estimation

® No ground truth available
® to check the correctness of the approach
® to verify assumptions

® to explore more the data



Future work

® Collect ground truth

® using Experience Sampling Method
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Future work

® Collect ground truth
® using Experience Sampling Method
® Verify current assumptions and results

® Explore new data to refine intimacy level
estimation

® Apply automated sharing policies based on
intimacy (verify that privacy is respected)
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Conclusions

Introduction of the concept of intimacy in
privacy management for context sharing

Greedy algorithm to estimate intimacy
levels

First results showing that intimacy levels
may follow precise patterns



Thank you!

Mattia Gustarini
mattia.gustarini@unige.ch

Katarzyna VVac
katarzyna.wac(@unige.ch

http://www.qgol.unige.ch
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